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Abstract
Recent developments have led to the emergence of illegal
streaming services that are difficult to detect because they
are offered only to those who have purchased specific set-
top boxes. Even when such infringements are identified,
the hardware-based nature of the service makes tracking ex-
tremely challenging. This paper focuses on analyzing the
services provided through one such device, EVPAD. Upon
installation, as of January 19, 2025, EVPAD allows users
to watch real-time broadcasts of 1,260 channels from 18
countries and access 24,934 VoD contents, including Net-
flix and Disney Plus, as well as locally produced broadcasts.
Through reverse engineering and detailed analysis, we identi-
fied 131,175 unique users and 78 servers dedicated to provid-
ing illegal streaming services over the course of two months.
Beyond copyright infringement, EVPAD devices distributed
worldwide could be misused by operators for cyberattacks.
This paper proposes two blocking strategies based on EV-
PAD’s service characteristics to curb copyright infringement
and track key service nodes to dismantle illegal services and
prevent potential cyber threats.

1 Introduction

The aftermath of COVID-19 has led to a steady increase in
the popularity of watching broadcast content globally. Con-
sequently, broadcasting and media companies are expanding
their markets by securing or directly producing content. Paid
platforms, including over-the-top (OTT) services, have diver-
sified and their reach has expanded into the online and mobile
markets.

Increasing Illegal Streaming Services. In response to
these changes, illegal platforms that attract consumers with
financial incentives have emerged [33, 36, 38, 41]. These plat-
forms typically secure broadcast content and operate pirate
broadcasting services, generating revenue through hardware
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sales or illegal advertising instead of regular subscription fees.
Their operational methods are diverse, ranging from stream-
ing via web hard drives and websites to selling devices that
require the installation of illegal software.

Historically, the most well-known form of illegal service
has been unauthorized websites, offering the most convenient
approach for both consumers and sellers. However, these
sites can be easily shut down by tracking the domain or
server IP, making detection and response relatively straight-
forward [39, 40]. Consequently, illegal services have adopted
the more elusive peer-to-peer (P2P) method, which does not
directly expose their operations on the Internet. Early P2P
models, such as Napster and Gnutella in the early 2000s, op-
erated on a centralized system, followed by the emergence
of distributed P2P models like BitTorrent, which facilitated
the distribution of illegal content [14]. Recently, to operate
even more covertly, hardware-based illegal services form-
ing closed groups have appeared, making them difficult to
locate via standard websites or external networks. These il-
legal hardware devices spread easily through global online
marketplaces, illegally distributing video content, including
OTT, while simultaneously infringing copyrights in numer-
ous countries. Among the various illegal streaming devices
(ISDs) available, EVPAD has been chosen as the focus of
our analysis due to its significant global presence. Existing
studies [23, 24] indicate that EVPAD is one of the most popu-
lar ISDs, particularly in regions like Southeast Asia, where a
notable percentage of consumers use such devices to access
pirated content.

Investigation Cases. As user consumption patterns evolve
and the scale of copyright infringement grows, nations are
increasingly taking action against illegal content services.

In November 2020, the U.S. Department of Justice [34]
convicted five individuals for operating Jetflicks, an illegal
streaming service that offered a large library of pirated movies
and TV shows to its subscribers. The operation caused sig-
nificant financial harm to legitimate streaming services and
content creators, with damages from such illegal activities
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potentially reaching hundreds of millions of dollars annually.
In April 2021, Europol [17] successfully dismantled a large-

scale illegal streaming service with more than 2 million sub-
scribers around the world. This service illegally offered paid
TV channels and Video-On-Demand (VOD) content, gen-
erating approximately $2 million in monthly revenue. The
operation, conducted jointly by Europol and Spanish police,
led to the seizure of the crime syndicate’s assets and the arrest
of related individuals.

In 2023, the City of London’s Police Intellectual Property
Crime Unit (PIPCU) [35] identified four operators in London
who were illegally streaming content by installing unautho-
rized software on standard IPTV (Internet Protocol Television)
devices, with an estimated user base of 500,000. Although the
device itself is legal, the use of unauthorized software com-
plicates efforts to shut down the service without locating the
source server, as the service can be easily restored on other
devices.

In 2025, the Delhi High Court [10] granted an ex parte in-
junction in a copyright infringement suit filed by the Football
Association Premier League Limited (FAPL) against several
unauthorized IPTV services, including Yoghurt TV and Nova
IPTV. These services were illegally streaming live Premier
League matches via rogue apps and domain-masked websites.
The court ordered domain name registrars, ISPs, and Indian
government agencies to block access, disclose registrant data,
and assist in enforcement. The case highlights how modern
IPTV piracy leverages anonymity and redirection, requiring
dynamic legal and technical countermeasures.

Potential Risks. These cases illustrate the significant im-
pact of illegal streaming services on copyright enforcement.
Additionally, our analysis of the EVPAD service operation
revealed that malicious apps or remote control codes could be
easily introduced by service operators or external attackers.
Because these devices lack basic security measures—such
as antivirus software, firewall protection, and proper enforce-
ment of Android security policies—and are often distributed
with weakened permission settings, malware infections and
other attacks can reach end-user devices without needing to
exploit additional vulnerabilities. Furthermore, since EVPAD
devices are connected to home networks through routers, ad-
ditional infiltration into nearby network devices is possible
through lateral movement. Typically, home or office internal
networks lack security devices, making them more vulnerable
to additional attacks.

Therefore, ISD devices like EVPAD, which can be remotely
controlled, can easily be converted into tools for large-scale
cyberattacks. A similar attack in the past involved the Mirai
botnet, which first emerged in 2016 and infected hundreds
of thousands of Internet-of-Things (IoT) devices worldwide,
such as routers and IP cameras, to carry out distributed denial-
of-service (DDoS) attacks [6]. At its peak, Mirai generated
about 1TB of attack traffic using 145,000 devices [9]. Based

on the Mirai attack scenario and our observations of concur-
rent users across all channels over 30 measurements span-
ning two months—with a minimum of 13,438, maximum of
19,889, and an average of 16,997 users—we estimate that
approximately 17,000 EVPAD devices are active at any given
time. These devices could potentially generate up to 0.12TB
of malicious traffic at peak.

In terms of detection and response, attacks originating
from EVPAD devices are challenging to investigate promptly
since the devices are individually purchased and installed
by users, making it difficult to identify the initial attack
vectors and origins. Addressing the copyright infringement
issues through illegal streaming is not enough; proactive
investigation is needed to prevent significant global cyber
threats posed by these services.

This paper provides an in-depth analysis of EVPAD ser-
vice apps to estimate the global user base and collect a list of
servers used in service operations. Then, by identifying vul-
nerabilities, we propose technical countermeasures to block
illegal services. This approach helps uncover the scale of
the underground economy operating illegally and proposes
solutions to eradicate illegal services facilitated by various
ISDs.

The structure of this paper is organized as follows: Sec-
tion 2 provides a comprehensive review of related research on
tracking illegal streaming services. In Section 3, we delve into
an in-depth analysis of the operational mechanics of the EV-
PAD service. Section 4 presents a detailed examination of the
global distribution of user IP addresses and server lists, build-
ing upon the characteristics identified in the preceding section.
Section 5 introduces two innovative technical approaches for
blocking illegal streaming from a service network perspective.
In Section 6, we explore potential attack scenarios where EV-
PAD devices could be exploited as cyber weapons. Finally,
Section 7 offers concluding remarks and insights derived from
our study.

2 Background and Related Work

In the realm of unauthorized content distribution, it is crucial
to investigate the current state of illegal streaming and develop
countermeasures. According to ACN Newswire [32] in 2018,
various ISDs such as BossTV, Ubox, EVPAD, Lingcod, and
Magic Box were widely used by consumers in Hong Kong.
In response, Hong Kong Customs seized over 350 ISDs in a
crackdown, all of which were prosecuted for copyright viola-
tions. A survey conducted by YouGov, commissioned by the
Coalition Against Piracy (CAP) during this time, revealed that
many consumers who purchased ISDs had canceled their legit-
imate paid TV subscriptions, indicating significant copyright
infringement.

To improve user awareness and block access to illegal ser-
vices, research is being conducted to identify and assess the
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Figure 1: Actual photo of the EVPAD 10P device, which
includes a small-sized set-top box, USB cable, and charger in
the box.

risks associated with threats exposed on illegal websites or
devices. Delos Santos et al. [11], based on surveys of illegal
users, confirmed that most users are willing to risk exposure
to cyber threats, such as personal information theft, to use il-
legal services. They then collected illegal streaming websites
and assessed the risk level based on individual usage methods
and frequency. Watters [42] analyzed malware and malicious
advertisements embedded in three popular ISDs and 25 illegal
sports streaming sites. In ISDs, they identified 243 pieces of
malware in 115 Android apps. On websites, they detected
139 malicious ads during ten visits per site. This research
highlights the severe cyber threats users are exposed to when
indiscriminately using illegal services. However, it also points
out the limitations in identifying the scale and origin of the
services to effectively block them.

Additionally, research has been conducted to develop
technical countermeasures against illegal streaming services.
Hsiao et al. [20] investigated the ecosystem of free illegal
sports streaming websites. This study collected links from
popular aggregator sites and used the OpenWPM crawling
tool to gather and analyze cookies, HTTP (Hypertext Transfer
Protocol) requests, and JavaScript calls on these webpages.
They also used the EasyPrivacy filter list to analyze track-
ing behaviors and identified phishing and malicious activities
through canvas, font, and WebRTC fingerprinting.

The above-mentioned existing studies can all be applied
to illegal services operated as websites; however, their appli-
cation is limited for services like EVPAD, which operate as
closed groups. Strengthening legal measures to block illegal
services faces practical limitations when servers are relocated
to other countries or the service operates across multiple coun-
tries worldwide. Therefore, effective use of these measures
requires them to be complemented with additional technical
countermeasures.

Huang et al. [21] proposed methods to detect and block
illegal streaming device related services, extending beyond

just websites. They analyzed well-known illegal streaming
apps to extract common features from third-party libraries,
control flow graphs (CFG), and network traffic. Based on
these features, they proposed an automated method to identify
and block illegal apps. However, this approach is less effec-
tive for apps distributed through less conventional means,
such as sideloading from private or obscure sources like EV-
PAD’s custom channels, which are not readily accessible or
detectable through traditional app distribution networks. Con-
sequently, this method cannot block apps that are already
installed or distributed through such hidden networks.

In this paper, we analyze the global proliferation of illegal
streaming devices through the EVPAD platform. Our study
highlights the ongoing issue of digital content copyright in-
fringement and the potential cyber threats exposed worldwide.
By examining these aspects, we underscore the severity of
such illegal services.

3 Reversing EVPAD Internals

This section describes the characteristics of EVPAD, as well
as the overall network components and operational mecha-
nisms that distribute illegal streaming services.

3.1 Key Components and Characteristics
The EVPAD (https://www.evpadpro.com) device as shown in
Figure 1 is a small, palm-sized set-top box manufactured by
EVPADPro, a company based in Hong Kong. Notably, its of-
ficial website advertises not only EVPAD products but also a
range of other ISDs, including Unblock, SVICloud, DIGIBox,
and SuperBox. The site presents itself as an authorized distrib-
utor endorsed by each respective vendor. It further claims that
users can get lifetime access to streaming services without
advertisements following a one-time purchase, and asserts
that the TV boxes it sells are legal. These marketing narra-
tives are intended to reassure consumers and legitimize the
use of such devices, despite their apparent role in facilitating
unauthorized access to copyrighted content. These products
are easily available for purchase worldwide through various
sites such as AliExpress.

The EVPAD is based on Android, and initially, the APK
files required to run streaming services are not installed on
the device. To access live broadcast channels and VoD stream-
ing, users must manually install the ‘StarLive’ and ‘StarVoD’
APK files from a separate website as instructed on the offi-
cial website (https://6868hx.com). The types and versions of
service apps installed vary slightly depending on the device
model. The specifications of the EVPAD device and the app
versions primarily analyzed in this study are listed in Table 1.

Interestingly, during the installation process from such un-
known sources, the service applications are installed seam-
lessly without requiring any additional user interaction or
explicit permissions. Upon further inspection, we found that
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Table 1: Device specifications of the EVPAD used in this
work, along with the names and version information of two
Android apps for live streaming and VoD services.

Model EVPAD-3Max (3P)
OS Android 7.0 (Linux kernel 3.10.65)

CPU Cortex-A53
RAM 4GB DDR3

Interface LAN, USB 2.0 / 3.0, Wi-Fi, Bluetooth 4.2
APP StarLive (20230523), StarVoD (20220401)

the global system setting for package installation from non-
market sources (install_non_market_apps) was set to 1, indi-
cating that side-loading from unknown sources is universally
permitted on this Android 7-based device. This configuration
suggests that the manufacturer has turned off a default security
policy [16], potentially weakening the platform’s intended
protections.

Although our primary focus was on analyzing and track-
ing the 3P devices, we also conducted additional analysis on
the more recent EVPAD 10P device. Unlike the 3P version,
which used two separate applications for live broadcasting and
VoD services, the EVPAD 10P integrates these functions into
a single application called ‘StarV10’ (the version analyzed
in this work is 20240821). Additionally, differences were
observed in the packer applied to the APK and the domain
system used for server operations. However, the core mecha-
nisms for those services (e.g., P2P) and the communication
methods with servers remain nearly identical to the previous
version, with the libraries responsible for key functions being
exactly the same. Therefore, the following sections focus on
the 3P version, with changes specific to the 10P highlighted
separately.

As an example of the changes between these two ver-
sions, there is a notable difference with respect to the side-
loading process of service applications. While the installation
procedure via a third-party website (https://6868jx.com) re-
mains consistent across both devices, the EVPAD 10P runs
on Android 12, introducing significant changes in the secu-
rity model governing the installation of applications from
unknown sources. Starting from Android 8, Google enforces
a per-app permission model for side-loading, requiring users
to explicitly grant installation privileges to individual apps [5].
However, on the 10P, all applications are implicitly granted
this permission without user interaction—even for newly in-
stalled APKs—effectively bypassing Android 12’s intended
security protections. This behavior is likely due to firmware-
level modifications by the manufacturer.

As of January 19, 2025, users who install the StarLive
can watch 1,260 live channels from 18 countries worldwide
in real time. These countries include Canada, Taiwan, the
United Kingdom, the United States, and several Southeast
Asian nations. In addition, StarVoD provides access to 24,934

pieces of recorded video content, such as movies and TV
shows from various countries, and supports OTT content from
major global platforms like Netflix and Disney Plus. Unlike
typical set-top boxes, EVPAD allows unlimited use of these
services without any additional streaming fees once the device
is purchased and the service apps are installed.

Both the StarLive and StarVoD apps, which are crucial to
the illegal services, use Android app packer, SecShell [25], to
obfuscate the source code and prevent analysis. For the pur-
pose of this study, we used Frida [18] to dump the executable
code from the memory area, resulting in approximately 8MB
of unpacked binary code for each app. Our analysis revealed
that while most processes, such as device authentication and
updates, are handled by Java code within the APK, the im-
plementation of P2P communication for streaming relies on
external native libraries accessed through the Java Native
Interface (JNI).

The core library for StarLive is libtvcore, which is a
P2P-based TV streaming code distributed by binstreamio [7],
supporting various operating systems such as Android, ma-
cOS, and Windows. This library enables users to share live
broadcast data in real-time with other connected users, thereby
enhancing the service speed.

Notably, analysis of other ISDs listed on the EVPAD web-
site (https://www.evpadpro.com) revealed that SVICloud and
DIGIBox also rely on the libtvcore library to facilitate
live streaming. This suggests that libtvcore library plays
a central role in the ecosystem of P2P-based ISDs, power-
ing a range of services across different brands while poten-
tially contributing to the decentralized distribution of unau-
thorized broadcast content. In the case of StarVoD, it streams
recorded video and speeds up downloads using P2P via the
libp2ptrans library, supplemented by HTTP communica-
tion with file servers to enhance speed.

3.2 Operational Mechanisms

The two core apps of the illegal service, StarLive and StarVoD,
have many similarities in their operation. From authentication
to verify legitimate users and devices, to the process of check-
ing and playing the list of streaming content, they operate in a
similar manner. Specifically, there are differences depending
on the characteristics of the content that each app streams.
Figure 2 illustrates this overall operation process.

3.2.1 StarLive: Live TV Streaming Service

StarLive broadcasts TV channels from various countries in
real time. It follows a step-by-step procedure to authenticate
devices and ensure service availability. First and foremost, the
service operates exclusively on EVPAD devices. Although the
StarLive can be installed on any Android device, streaming
will only work on EVPAD devices. To achieve this, StarLive
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Request Util Server List

① live2.json / ② dlvod2.json

Check Latest Version

Version, Download URL, etc.

Request Auth (① User / Device)

① user_id, peer_id, session_key / Device Verify Result

Request ① Live Channel List / ② VoD List

① Channel List / ② VoD List

Request ① Peer List of Selected Channel / ② Download URL for Selected VoD

① Peer List / ② Download URL (Torrent File, HTTP Server)

P2P Connection for ① TV Streaming / ② File Download

② HTTP Connection for File Download

Update Server

Auth Server

① LiveList Server
② VoDList Server

Domain 
File Server Utility Server ① Broker

② Tracker
Peer 

Group
② HTTP 

File ServerUser

Stage 1 & 2

Stage 3

Figure 2: The overall operation of the EVPAD Services. In each process, the common elements of the two apps are shown in
black, while elements specific to 1 StarLive and 2 StarVoD are shown in red and blue, respectively. Both apps operate in
three main stages. Stages 1 and 2 are executed by the Java code within each service app, and Stage 3 is executed by referencing
external native libraries in the form of JNI. StarLive uses libtvcore.so, while StarVoD uses libp2ptrans.so.

includes a device authentication process that generates data
based on the unique attributes of the device.

Once device authentication is completed, the service en-
sures that users can always watch broadcasts in terms of
availability. To achieve this, each peer node group in the P2P
communication structure includes data broadcasting nodes.
These nodes can be categorized as servers rather than users,
with at least one broadcasting server included in the real-time
user groups for each channel at any given time.

Stage 1: Checking Utility Server Lists. When the Star-
Live is launched, it downloads a live2.json file from
v6livejs.google144.com, which acts as the Domain File
Server shown in Figure 2. This JSON file contains a list of
servers (hereafter referred to as Utility Servers) that are used
for authentication and updates during service operation. The
downloaded file is encrypted with AES-128, and by reverse
engineering StarLive, we obtained a hard-coded key to de-
crypt it. Upon decryption, the internal DNS (Domain Name
System) table mapping the domains and IP addresses of the
Utility Servers can be observed.

For StarLive, the Utility Servers include an update server,
an authentication server, and a management server for the
streaming channel list. When the app is launched, it first com-
pares the current information with the latest version and hash
values provided by the update server to perform any necessary
updates. Following this, the device undergoes an authenti-
cation process. Once authenticated, the device requests the
current list of available channels by country from the manage-
ment server. When a user selects a channel from the list, the
streaming begins. In total, there are 25 domains used as Utility
Servers, with the major ones listed in Table 3 for reference.

Stage 2: Authentication & Checking the Channel Lists.
After verifying the list of Utility Servers and completing the
update process, an authentication step is performed to confirm
that the device is a genuine EVPAD. Once StarLive verifies
that the device is an EVPAD, it proceeds with authentication
to register the user for the P2P network required for streaming.

User authentication is performed by accessing the
/v1/auth page of the authentication server. In this process,
the network interface controller’s MAC (Media Access Con-
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{
  "classify": "USA & Canada",
  "classifyId": 367,
  "icon": "",
  "list": [
    {
      "alias": "bbcnews/3000",
      "classifyId": 367,
      "dname": "bbcnews",
      "epgurl": "",
      "hd": "true",
      "icon": "https://findpic.00005555.cc/Pic/Box/5cf7ec0952cab.png",
      "id": "569",
      "note": "",
      "order": "3000",
      "timeshift": 0,
      "type": "",
      "url": "[{\"path\":\"tvbus://3aUfyXnmwV………8WY25pCgvHCULuNtm\"}]"
    },
    ..(omitted)..
  ]
}

Figure 3: Example of channel information for ‘USA &
Canada’ with all channels returned in JSON format.

trol) address is used to generate the id, while the password is
created by concatenating the MAC address and a value labeled
as ‘CPUKEY’ in the app, then hashing this concatenated data
using the MD5 algorithm. Upon successful authentication, the
server issues a user_id, peer_id, and session_key. These
credential details are used as individual node identifiers during
the subsequent P2P communication for TV streaming.

Subsequently, additional set-top box device authentication
is performed through the /stbauth page of the authentica-
tion server to determine if the access is from an EVPAD
device. The authentication data is constructed using the
unique information values of the EVPAD device as follows:
Encrypt_AES( MAC | CPUID | CPUKEY | PKG ). Here,
the MAC, CPUID, and CPUKEY are device-dependent values,
with CPUID and CPUKEY being labels assigned within the app.
The PKG is the full package name of the currently running
service app, such as com.yby.live.v6.star for the Star-
Live and com.yby.v10.chaoneng for the StarV10. These
unique identifiers are concatenated and then encrypted using
the AES-128 algorithm, with the encryption key hard-coded
into the app itself. This process ensures that the device is
recognized as a genuine EVPAD unit, securing the integrity
of the service.

Once the user and device are successfully authenticated,
the StarLive communicates with the management server to
retrieve the TV channel list. The management server responds
with the available channel information in JSON format as
shown in Figure 3, which includes the channel name, channel
address, and other details categorized by country. The channel
addresses are returned in an encoded format and use a custom
protocol (‘tvbus’) URL.

Stage 3: Streaming with P2P. When a user selects a chan-
nel from the provided list, the libtvcore library converts
the channel address (‘tvbus’) using DES and Base58 al-
gorithms. As a result, when examining the process mem-
ory, without the need for a separate detailed decryption
analysis, a custom proprietary ‘sop’ protocol-based URL

Offset 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F Decoded Text

……

20097040
20097050
20097060
20097070
20097080
20097090
200970A0
200970B0
200970C0
200970D0
200970E0

……

……(omitted)……

22 00 00 00 40 00 00 00 00 00 00 00 73 6F 70 3A
2F 2F 62 72 6F 6B 65 72 2E 30 30 30 30 35 35 35
35 2E 63 63 3A 38 30 2F 32 30 31 30 37 31 00 61
FF FF FF FF 73 74 61 72 74 00 00 00 19 00 00 00
E0 68 2B 61 E0 68 2B 61 FF FF FF FF 00 01 00 00
58 00 00 00 5B 00 00 00 45 00 00 00 45 00 00 00
00 00 00 00 74 76 62 75 73 3A 2F 2F 32 66 70 31
36 72 53 66 62 68 72 66 38 37 58 41 7A 69 4B 72
53 33 43 4E 79 59 75 68 68 6B 4B 39 68 47 36 70
43 68 53 47 32 51 64 62 43 5A 31 71 74 57 39 5A
73 37 70 42 65 35 77 35 65 00 00 00 18 00 00 00

……(omitted)……

……

“...@.......sop:
//broker.0000555
5.cc:80/201071.a
....start.......
..+a..+a........
X...[...E...E...
....tvbus://2fp1
6rSfbhrf87XAziKr
S3CNyYuhhkk9hG6p
ChSG2QdbCZ1qtW9Z
s7pBe5w5e.......

……

An encrypted ‘tvbus’ URL is decrypted to an ‘sop’ URL by libtvcore library at runtime.

Figure 4: A running process’s memory area containing an
encrypted URL of the ‘tvbus’ protocol. Through the process,
the encrypted data (2fp16rSfbhrf87......Zs7pBe5w5e)
is decrypted and converted into a ‘sop’ protocol’s URL
(broker.00005555.cc:80/201071), which include the Bro-
ker address and unique IDs for each channel.

(sop://[broker_address]/[channel_id]) that includes
the channel’s unique ID is generated, as shown in Figure 4.

Based on the generated ‘sop’ protocol address, the user
extracts channel_id and requests to register with the peer
group for the specific channel. The Broker handles the over-
all tasks of registering new nodes, managing the status of
nodes within each group, and more. Upon successful registra-
tion, the Broker returns the peer list for the channel in JSON
format, as shown in Figure 5. This list includes information
such as the external_ip, external_port, internal_ip,
internal_port, peer_id, and the address of the broadcast-
ing server (sn_ip) for the channel.

Once registered, the node uses TCP/UDP protocols to
communicate with other nodes and access the streaming ser-
vice. The libtvcore library defines the P2P communication
packet structure, which includes a type field within the data
structure format that specifies the role of each packet. Depend-
ing on this value, the packets facilitate various operations such
as mutual authentication and data block exchange.

3.2.2 StarVoD: Video-On-Demand Streaming Service

StarVoD streams unauthorized video content, including
movies and TV shows from around the world, with a focus
on content from platforms like Netflix and Disney Plus, as
well as various other OTT platforms. Similar to StarLive, it
performs device authentication but does not require a separate
user authentication process. This is because the P2P com-
munication is implemented using the torrent protocol, which
does not need individual identifiers for user nodes such as
user_id and session_key.

After authentication, when a user selects a VoD title to
watch, the app retrieves the address for downloading the tor-
rent file. Simultaneously, it obtains the address of a separate
video file download server, using both torrent and server down-
load methods to ensure service availability. This approach
differs from StarLive, which always includes at least one
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{
  "result_code" : "0", 
  "result": "success",
  "stream_info": {"block_time" : "498"},
  "peers": [
    {
      "peer_id": "b2f9508c1b      ", 
      "external_ip": "219.92.      ", 
      "external_port": "38265",
      "internal_ip": "192.168.0.169", 
      "internal_port": "38265",
      "link_type" : "83",
      "sn_ip" : "208.87.241.107",
      "sn_port":"4412"
    },
    ..(omitted)..
  ]
}

Unique ID for this peer

Public IP address and port 
of this peer

Public IP address and port
of the broadcasting server

redacted

redacted

Figure 5: JSON-formatted information on each peer node that
is participating in a channel. All peer information is returned
as a list under the peers key.

broadcasting server in the peer group.

Stage 1: Checking Utility Server List. StarVoD also
checks the list of Utility Servers by accessing the Do-
main File Server at vodjs.google144.com to download
the dlvod2.json file. This JSON file is encrypted using
the same method and key as used for StarLive. Decryp-
tion reveals a total of 52 domains, which include authenti-
cation servers, update servers, and video download servers.
For reference, in the case of StarV10, a dn.json file from
jsten.googlejson.cc contains the domains for both live
and VoD services.

One notable characteristic of the Utility Servers used to
provide StarVoD services is the high proportion of down-
load servers. Out of the 52 domains, 40 were identified as
download servers. A lookup of their IP addresses using a cy-
ber threat intelligence (CTI) search engine, Criminal IP [3],
revealed that most of them are cloud servers operating con-
tent delivery network (CDN) services. They distribute torrent
files and video content, and the presence of multiple similar
domains suggests that they are designed to quickly circum-
vent domain blocks. Additionally, there are domains and IP
addresses for Trackers to facilitate torrent-based communica-
tion.

Other major Utility Servers include authentication servers
and update servers, similar to those used by StarLive. The key
servers are listed in Table 3 for reference.

Stage 2: Authentication & Checking VoD List. StarVoD,
like StarLive, checks for updates and then performs device
authentication. This process involves accessing the /stbauth
page of the authentication server identified in the Utility
Server list to verify the EVPAD device, without performing
separate user authentication. The user node registration for
the P2P network formed by torrent files is handled through
the Tracker. The parameters for device authentication are sim-
ilar to those of StarLive, but with a different AES key: the
encryption key is randomly selected from eight possible keys
that are hard-coded in the app. For authentication, the index

of the chosen key and the encrypted authentication data are
sent to the server.

After completing device authentication, the VoD list is re-
trieved. StarVoD categorizes content into main categories
such as ‘Movies’ and ‘TV’, with further subcategories like
‘Latest Uploads’ and ‘By Country’. Notably, within the
Movies and TV categories, there are subcategories named
‘Nflix’ for Netflix content and ‘D+’ for Disney Plus. Each
main and subcategory has a unique identifier (ID) used when
requesting a corresponding list from the server.

To request each VoD list by subcategory, StarVoD accesses
the /quartz6/file/vodspe/ page of the VoDList Server,
downloading an encrypted data file with the following file-
name format: [pkg_id]_[main_id]_[sub_id].txt. The
pkg_id is determined by the type and version of the run-
ning service app, while the main_id and sub_id refer to the
IDs for the main category and subcategory, respectively. The
downloaded file is encrypted using AES-128 in ECB mode.
Once decrypted, the VoD list appears in JSON format. This
list includes basic information such as the video name, avail-
ability of subtitles, rating, and an ID value used as a unique
identifier for each video.

By changing the ID values for the main and subcategories,
we collected all VoD lists, resulting in a total of 24,934 pieces
of content. Among these, 1,052 movies and TV shows were
included in the ‘Nflix’ category. The content being illegally
streamed represents approximately 15.5% of Netflix’s total
available titles, based on the fact that 1,052 out of approx-
imately 6,801 titles are involved in the unauthorized activ-
ity [31]. Given that Netflix is one of the most popular OTT
platforms worldwide, the inclusion of these 1,052 titles is
expected to lead to significant copyright infringement.

Stage 3 : Streaming with P2P & HTTP. When a user
selects a VoD to watch, a torrent file and an HTTP file server
corresponding to the VoD title are identified using the VoD’s
ID value, as shown in Figure 2. The torrent file is encrypted
using XOR, and the libp2ptrans library decrypts this file
to perform standard torrent-based P2P communication. The
Tracker is then requested to register the P2P group, and in
response, it returns a list of communicable peers.

Simultaneously, the user engages in both P2P communica-
tion with other peers and HTTP communication with the file
server delivering the selected VoD title. This dual approach en-
sures both downloading and streaming, but in practice, HTTP
streaming via a dedicated file server significantly enhances
service availability and playback speed, often playing a major
role in video streaming.

4 Estimating the Scale of EVPAD Ecosystem

In this section, based on the operational mechanisms analyzed
in Section 3, we introduce a method to estimate the global
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scale of service usage by understanding the number of users
and the status of servers.

4.1 Strategy of Estimation
4.1.1 Overview and Considerations

For StarLive, a Broker manages P2P communication groups
for each channel and returns a list of peer node IP addresses
whenever a new registration request occurs. By performing
requests for lists of all channels, it is possible to determine the
number of users utilizing the service at a given time. By con-
sidering time zone differences and consistently collecting user
IP addresses over the course of two months, we estimated the
number of users worldwide. For StarVoD, due to the higher
proportion of HTTP communication with single servers com-
pared to P2P communication, we used the user data collected
only through StarLive services for our estimates.

Additionally, the data returned by the Broker includes in-
formation about the broadcasting server node for each chan-
nel. This allows us to determine the number and locations of
servers used for operating StarLive. Furthermore, by aggre-
gating information of the Utility Servers identified in Section
3.2 for both StarLive and StarVoD, we can ascertain the status
of the core servers involved in the illegal services provided
by EVPAD.

4.1.2 Automating Real-time Network Monitoring

To collect and analyze the real-time user data for StarLive,
we developed a script for automation in the Windows envi-
ronment. This script automates the peer registration requests
to the Broker for all broadcasting channels. Instead of using
the libtvcore library employed by EVPAD devices, we uti-
lized tvbus.exe, an executable binary file for accessing the
‘tvbus’ protocol, which is a publicly available from a GitHub
repository [7].

The necessary data for this process, including authenti-
cated user session values, tvbus’s channel addresses, and Bro-
ker addresses, were collected by analyzing the StarLive on
an EVPAD device. By patching the memory of a running
tvbus.exe process, we successfully communicated with the
Broker in the Windows environment instead of using EVPAD
devices and retrieved the list of real-time user IP addresses
for the requested channel addresses.

To repeat the same operation for all channels, we developed
an IDAPython script for dynamically patching memory and
registers. Then the tvbus.exe process was executed using
the IDA Pro’s Debugger, and the IDAPython script patched
relevant memory and registers with valid values obtained from
real devices. These values corresponded to functions for user
authentication and Broker requests.

After obtaining the peer list for a specific channel, the code
flow was forcibly diverted back to before the channel registra-
tion request to repeat the same operation. Although the session

{
  "channel_id": "201004",
  "user_id": "000000003d      ",
  "peer_id": "334f5d7126      ",
  "peer_version": "636",
  "role": "peer",
  "external_ip": "       .39.96",
  "external_port": "36168",
  "internal_ip": "172.30.1.78",
  "internal_port": "36168",
  "link_type": "81",
  "git_hash": "dd6b3661",
  "app_name": "android:com.yby.live.v6.star",
  "app_version": "20230523",
  "app_hash": "c0b160b90bf23df372ff2f77e1a7a24f",
  "partner_no": "27",
  "device_brand": "Allwinner",
  "device_model": "EVPAD-3MAX+"
}

Other values can be 
reused when making 
requests to the Broker

The only value that changes in automation

redacted

redacted

redacted

Figure 6: Request data for a specific channel to the Broker
collected from an EVPAD device. As confirmed in Section
3.2, the user_id and peer_id are data issued during the user
authentication process, and all field values can be reused when
making requests to the Broker.

values (user_id, peer_id, etc.) of the requesting node are
required each time, the verification process was weak, allow-
ing the session data initially issued by the real device to be
used indefinitely. Based on the JSON data shown in Figure
6, we sequentially proceeded with registration requests to the
Broker for all channels by only changing the channel_id
field. The pseudo code for the IDAPython script developed to
collect peer lists is shown in Appendix A.

For reference, we observed that not only EVPAD but
also other ISDs such as SVICloud and DIGIBox load the
libtvcore library into the memory space of their primary
streaming processes. Applying our instrumentation and analy-
sis scripts, originally developed for EVPAD, yielded identical
results on both SVICloud and DIGIBox, without any mod-
ification. This confirms that these devices share a common
core architecture and exhibit uniform runtime behavior with
respect to P2P-based stream distribution. Given this archi-
tectural consistency, it is likely that other TV box models
leveraging similar P2P libraries may also be amenable to the
same analysis and mitigation techniques, suggesting broader
applicability of our findings.

4.2 Distribution of P2P Peers and Servers

In this study, we collected live streaming peer lists, cover-
ing 1,260 broadcasting channels across 18 countries. It was
conducted consistently over the course of two months.

Peer Nodes. The information collected from peers includes
the external_ip, internal_ip, and peer_id, as shown in
Figure 5. Among these, the peer_id, as examined in Section
3.1, is dynamically generated by the server during the user au-
thentication process each time the EVPAD service is started.
Due to this dynamic nature, the peer_id changes with each
application restart, making it unsuitable as a fixed identifier
for estimating the number of users.
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Table 2: Distribution of EVPAD users in the top 10% of
countries. Notably, a significant portion of users are from
East and Southeast Asian countries (✓) such as Malaysia,
Taiwan, Hong Kong, and Singapore.

Service Users by Country (Top 10%)

✓Malaysia
(47,283 / 36.05%)

✓Taiwan
(29,227 / 22.28%)

✓Hong Kong
(11,376 / 8.67%)

✓Singapore
(8,837 / 6.74%)

Canada
(5,619 / 4.28%)

Australia
(4,680 / 3.57%)

United States
(4,145 / 3.16%)

✓Japan
(3,813 / 2.91%)

✓Indonesia
(3,519 / 2.68%)

United Kingdom
(2,587 / 1.97%)

✓South Korea
(1,924 / 1.47%)

✓Vietnam
(1,540 / 1.17%)

To address this limitation, we utilized the external_ip
and internal_ip to identify the number of users as accu-
rately as possible. The external_ip represents the public
IP, while the internal_ip is the private IP used within a
local network. However, since public IP addresses are dynam-
ically assigned through Dynamic Host Configuration Protocol
(DHCP), they are not reliable for estimating the scale of active
devices. Therefore, following the approach proposed in previ-
ous studies, we considered IP addresses sharing the same C-
class prefix as belonging to a single local network [8, 29, 30].

Additionally, we utilized private IP addresses collected
from individual devices to distinguish between multiple de-
vices within the same local network, allowing us to include
these devices in the user count [37]. That was because our
empirical analysis demonstrated that internal IP addresses
exhibit greater diversity than commonly expected. After dedu-
plicating all internal_ip values, we identified 11,042 distinct
internal addresses, with 8,109 of them falling within the
192.168.0.0/16 private address space. This level of variation
indicates that internal_ip values are sufficiently heterogeneous
to contribute to device-level distinction. By pairing each in-
ternal_ip with its corresponding external_ip truncated to a
/24 prefix (i.e., C-class subnet), we constructed a composite
identifier that enables reliable differentiation of individual
devices even within the same public IP domain.

Consequently, our analysis revealed that a total of 131,175
unique peers were active in EVBOX’s P2P network had over
the two-month observation period.

Upon identifying the country associated with each IP ad-
dress, we found that users were distributed across 116 coun-
tries [27]. The top 10% of countries by user count are listed
in Table 2. Examining the user distribution by country, the
majority of users were located in Asian countries such as
Malaysia, Taiwan, Hong Kong, and Singapore. This aligns
with the fact that most live streaming channels available were
from the Southeast Asia region. Additionally, over 12,000
users were identified in countries like Canada, United States,
and United Kingdom, indicating a significant number of view-
ers not limited to a specific continent but spread worldwide.

Broadcasting and Utility Servers. During the analysis of
live streaming broadcast servers for users, a total of 35 servers
were identified over a two-month period. Analysis of 35 col-
lected server IP addresses revealed distribution across 10 dis-
tinct B-class (/16) network segments, indicating a broad and
diverse address allocation strategy. IP geolocation checks
confirmed that all servers were hosted in the United States.
Further investigation using IP reputation services such as
Criminal IP, which search for IP details like country, organiza-
tion, and vulnerabilities, identified that all these servers were
managed by CDN service providers: FDC Servers, Psychz
Networks, OVHcloud, and ReliableSite.

From the analysis of both live and VoD services, a total
of 43 Utility Server IP addresses were identified. The down-
load servers used by StarVoD are part of cloud-based CDN
services located in Japan, Singapore, Hong Kong and United
States. In contrast, all other servers, including authentication
and update servers, were located in Hong Kong and Singapore.
Additionally, redundant servers with different IP addresses
assigned to the same domain for backup purposes were lo-
cated in Singapore. The detailed information, including the
domains of these servers, is summarized in Table 3.

5 Blocking EVPAD Services

The services provided through EVPAD constitute a signifi-
cant infringement on copyrights worldwide. The fundamental
solution to blocking illegal streaming services involves identi-
fying and seizing the operators or the physical servers through
actual raids. In the case of broadcasting channel streaming,
it is especially important to identify and confiscate the ori-
gin of the transmitter continuously sending data to prevent
re-operation via new servers.

However, network tracking of servers distributed globally
is a complex task that cannot be resolved quickly. It requires
cooperation among various national agencies to map out the
service network and identify the physical entities involved.
Until these entities are seized through a full-scale international
joint investigation, copyright infringement will continue over
an extended period.

In this section, we propose two methods to block users’
access to illegal services from a network perspective.

5.1 International Cooperation-based Ap-
proach for Blocking Core DNS Queries

Our analysis revealed that various Utility Servers are em-
ployed to facilitate service operations. These servers are ac-
cessed sequentially, with each server defined by its domain,
and corresponding IP addresses distributed via separate DNS
distribution files from the servers to replace DNS queries.
Consequently, even if a domain is blocked to disable the ser-
vice, updating the files can easily bypass this block.
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Table 3: Operational server information identified by reversing service apps on EVPAD. Servers used for actual video distribution
(i.e., live streaming and downloading) are primarily located in the United States and operate as cloud servers providing CDN
services. Most of the servers that manage the services themselves are located in Hong Kong, Singapore .

Type APP Role Country Domain Service
Streaming StarLive Live Streaming US - CDN

Utility

Common Update

HK, SG

evoptjapi.6868box.com,
ptjapi6.ssv10dm.com

HTTP
Authentication evoapi.6868box.com, api6.ssv10dm.com

StarLive LiveList bslive.6868box.com, quartz6.ssv10dm.com
Broker broker.00005555.cc, nbr24.googlebr01.com

StarVoD

VoDList
evoquartz.6868box.com,
quartz6.ssv10dm.com

Tracker dlt.6868nbtc.com
CDN

Download JP, US, SG, HK nb0*.2268nb.com, s0*.23dfb.com,
s0*.googlevod24.com, nbcloud0*.6868nb.com

Initial DNS Query
(v6livejs.google144.com

vodjs.google144.com
jsten.googlejson.cc)

Service Operation (UPDATE, etc)

EVPAD
Google 

DNS
Util Server

redacted

Figure 7: DNS queries for the Domain File Servers
(i.e., v6livejs.google144.com, vodjs.google144.com
and jsten.googlejson.cc) from the StarLive, StarVoD and
StarV10. The initial DNS queries to retrieve DNS information
for accessing the Utility Servers in the EVPAD ecosystem are
directed to the DNS address configured on the network where
the device is connected.

However, the initial domains required to fetch the DNS
distribution file are hard-coded into the apps. As observed
in Section 3.2, the domains v6livejs.google144.com,
vodjs.google144.com and jsten.googlejson.cc are
used, as illustrated in Figure 7, and DNS queries to these
domains are unavoidable. By blocking these domains with
the cooperation of internet service providers (ISP) in various
countries, the utilization of all Utility Servers can be rendered
ineffective. Although operators can update and redistribute
the service apps, the updates themselves rely on the Utility
Server addresses from these files, making proper updates im-
possible.

This method can be used to block both StarLive and Star-
VoD services, as they employ the same approach. However,
the limitation is that it requires international cooperation and
collaboration from relevant agencies, which may not be im-
mediately feasible. Furthermore, this method is inherently

limited in its effectiveness, as it can be circumvented if the ap-
plication is redistributed through alternative channels between
operators and users, outside the regular system update process.
Therefore, we propose a second method that can immediately
block users from accessing illegal streaming services.

5.2 Sybil Attack-based Aggressive Approach
for Disrupting P2P Communications

Users of the service apps primarily engage in P2P communi-
cation. If the validity of the data exchanged between nodes is
inadequately verified, an attacker can exploit this by launch-
ing a Sybil attack [1,15,28], which involves creating multiple
fake identities to manipulate or disrupt the target network.
Based on this hypothesis, we conducted a security analysis on
the EVPAD’s live streaming service and identified vulnera-
bilities that can be exploited to block illegal services through
Sybil attack on its P2P network.

5.2.1 Vulnerabilities

Our analysis with regular user privileges revealed two critical
vulnerabilities. They were verified using an Android emulator
(NoxPlayer) and two actual EVPAD devices.

Bypass Authentication. The EVPAD service operates
through set-top boxes, with an authentication server verifying
whether each device is authorized. As noted in Section 3.2,
this validation uses device-specific attributes, along with the
service app type, version, and the current timestamp to form
parameters for verification. As a result, installing the service
apps on a typical Android-based device does not work.

During the authentication process, the service performs
a single communication using fixed values based on device
attributes, without incorporating random elements. There-
fore, if valid attribute values required for authentication can
be copied once, it is possible to bypass authentication on a
regular device or emulator. We verified this vulnerability by
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Figure 8: A screen that bypassed the EVPAD’s device authen-
tication process to run the StarLive using NoxPlayer for live
broadcast streaming.

using the NoxPlayer to mimic an authenticated device. As
shown in Figure 8, the emulator successfully accessed and
streamed live channels from around the world. Exploiting this
vulnerability allows for unlimited replication of service de-
vices. Consequently, the number of users of the illegal service
could increase exponentially, leading to significant copyright
infringement.

DoS Attack. Authenticated users form peer groups with
other users who are using the service in real-time. In this
process, StarLive operates purely through P2P communica-
tion for streaming, while StarVoD uses HTTP communication
with download servers in addition to P2P. Therefore, a P2P
network attack aimed at disrupting the service would be more
effective against StarLive.

While analyzing network packets during streaming via Star-
Live, we observed that all P2P packets were encrypted, and
most packet structures exhibited similar patterns. Reverse-
engineering the libtvcore library revealed the structure of
these P2P communication messages, as illustrated in Figure
9. Each packet is encrypted using XOR-based encryption,
leveraging a 1-byte key exchanged between peers beforehand.
Notably, the upper 2 bytes, stored in little-endian format, repre-
sented the size of the packet and are stored in plaintext, while
the remaining data is encrypted. Decrypting each packet is
facilitated by the speer_msg_decode() function defined in
the libtvcore library. This function takes two arguments: a
peer_tag structure, which contains metadata about the com-
munication node such as its IP address, port, and message
type; and a peer_data structure, which includes the message
body, its size, and the key used for encryption and decryption.
Through analysis of these structures, we were able to extract
the XOR key, enabling decryption of the packets. Further
examination revealed that the second byte of the decrypted
packet body (excluding the size field) define the type of the
packet, while the remainder consists of body data specific to

Size (2B) Tag (1B) Type (1B) Body (Size – 4)

0x0000 14 05 3A 06 3B 49 FE EA

0x0008 3B 3A BC 57 3B 7C 7B 3B

0x0010 …(omitted)…

Size (2B) Tag (1B) Type (1B) Body (Size – 4)

0x0000 14 05 01 3D 00 72 C5 D1

0x0008 00 01 87 6C 00 47 40 00

0x0010 …(omitted)…

XOR decryption with a 1-byte key ‘0x3B’ exchanged between peers

Encrypted P2P Communication Message

Decrypted P2P Communication Message

Figure 9: Structure of a P2P message. The example shown
represents a data packet with packet_type 61 (0x3D), which
corresponds to the save_msg_put_block_data() function
in the libtvcore library. The upper 2 bytes of each message
represent the size field, stored in plaintext. Following this, the
body data, which performs specific functions based on the
packet type, is sequentially arranged after the type field.

the functionality associated with the packet type.
Each peer validates incoming messages in the ini-

tial stage through the speer_read() function. Internally,
speer_read() invokes the recv() function to verify the
actual length of the received packet and compares it with
the message field value specified in the upper 2 bytes of the
packet data. If the values match, the speer_msg_decode()
function decrypts the packet data, examines the packet type,
and executes the predefined functionality if it matches one
of the 11 defined types in the code. During this process, we
discovered a vulnerability that enables immediate termination
of the streaming service, confirming the feasibility of a DoS
attack via this vector.

For experimentation, we used two EVPAD devices, both
connected to the same live streaming channel. To minimize
the impact on active services, we applied IP filtering via Frida,
ensuring the test was confined to our devices. From one
device, we crafted and sent a TCP socket-based packet to
the other device, considering the previously analyzed packet
reception process. Upon receiving this packet, the EVPAD
streaming service on the target device immediately terminated.
Further inspection revealed that this behavior was caused by
a memory corruption vulnerability within the libtvcore li-
brary. As shown in Figure 10, a tombstone file was generated
on the Android system immediately following the crash. Anal-
ysis of the file confirmed that an access violation had occurred,
thereby validating the effectiveness of our DoS vector.

Given the critical nature of this vulnerability, we deter-
mined that even a single, carefully crafted TCP packet is
sufficient for an individual to trigger service termination on a
remote peer device. This drastically lowers the bar for poten-
tial abuse, as no significant bandwidth or coordinated effort is
required. In light of the ethical implications, we have chosen
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:  Peer Group 

: Attack Node

:  Target Node

:  Attack Packet

Build fingerprint: 'google/blueline/blueline:12/SP1A.211105.004/20240126:user/release-keys'
Revision: '0'
ABI: 'arm'
Timestamp: 2025-05-12 16:22:16.189825109+0900
Process uptime: 13s
Cmdline: com.yby.v10.chaoneng
pid: 3129, tid: 3457, name: CodecLooper >>> com.yby.v10.chaoneng <<<
uid: 10104
signal 11 (SIGSEGV), code 1 (SEGV_MAPERR), fault addr 0x8e8e9b46

r0 b92db280 r1 8e8e9b46 r2 ffffffff r3 000003ff
r4 b19c0020 r5 c0256fb8 r6 00000004 r7 af85b878

Target Node

EVPAD

Attack Node

tvbusTombstone Crash Log of the libtvcore library

❹Upon receiving a crafted packet, 
service app immediately terminated ❶Connect to 

each channel

❸ Send a crafted TCP packet
to each target node 
with an established TCP session

❷ Identify active peers

C R A F T E D …

Figure 10: A scenario in which an attack node joins a specific
P2P channel and sends a single crafted TCP packet to termi-
nate the service application on a target node.

not to disclose the full technical details of the vulnerability
or the exploit code in this paper. However, we are prepared
to share this information with bona fide researchers and law
enforcement personnel upon request, under appropriate dis-
closure and confidentiality agreements.

5.2.2 Procedures of the Proposed Attack

By leveraging the two identified vulnerabilities, deploying
a substantial number of nodes into each channel to deliver
exploit data to targeted users can now directly terminate their
illegal streaming services. This leads to the development of a
broad-based blocking strategy, outlined as follows:

➊ Streaming Channel Listing: Determine a list of TV chan-
nels available for streaming worldwide.

➋ Attack Node Deployment in Channels: Identify active
peers present in each channel, create at least one attack
node per channel, and connect these nodes to the corre-
sponding channel.

➌ Target Node Identification and Exploitation: Obtain the
IP address and port information used by the victim nodes
for P2P communication, and then inject carefully crafted
exploit packets to trigger immediate termination of the
service.

➍ Continuous Monitoring and Disruption: Create a mon-
itoring node separately from the attack nodes for each
channel to periodically update the peer list via the broker
and check whether the victim nodes have disappeared
from the peer list as a result of the DoS attack.

By implementing this strategy, it is possible to cause sig-
nificant disruption to the illegal streaming service without
shutting it down entirely. Affected nodes will continue to
face persistent issues even after rebooting and reconnecting,
preventing normal access to streaming content.

5.2.3 Expectation

A blocking strategy that targets the P2P streaming network
has several advantages over other methods, such as interna-
tional cooperation to block services at the ISP level. This
approach is both cost-effective and time-efficient, allowing
for immediate application without incurring additional ex-
penses. By exploiting the above-mentioned specific character-
istics of the EVPAD ecosystem, this method can continuously
block real-time streaming as long as it operates in its current
form. Furthermore, by tracking the collected server lists and
conducting on-site raids, this strategy can prevent copyright
infringement of global broadcast content and contribute to the
eradication of illegal services.

This proactive approach not only disrupts the current opera-
tions of illegal streaming services but also provides a scalable
solution that can adapt to various types of ISD services. By
maintaining pressure on these services and causing continu-
ous disruptions, it is possible to deter users and reduce the
overall demand for such illegal content. This, in turn, sup-
ports ongoing efforts to enforce copyright laws and protect
the rights of content creators globally.

For reference, following the issuance of a court injunction
on May 7, 2025, by the Delhi High Court (Order) [10], au-
thorities launched an enforcement campaign to block several
domains associated with EVPAD, SVICloud, and other ISDs.
As a result, many of these services experienced temporary
infrastructure disruptions lasting approximately four days.
However, the EVPAD operator subsequently released an up-
dated version of the StarV10 (dated May 20, 2025), which
replaced all previously blocked domains with newly regis-
tered ones, effectively restoring full service. This sequence
of events demonstrates that while authorities recognize the
illegal nature of such services and are willing to implement
aggressive ISP-level domain blocking, domain-based strate-
gies alone face inherent limitations and are insufficient for
long-term mitigation. In contrast, our proposed code-level in-
tervention strategy offers a technically feasible and potentially
more sustainable alternative that could significantly enhance
enforcement capabilities if adopted by investigative agencies.

6 Discussion on Cyber Weaponization

In addition to the issue of copyright infringement through ille-
gal streaming, EVPAD devices pose a significant and unique
threat compared to traditional illegal streaming websites. Un-
like websites, which can be shut down or blocked, they are
customized embedded devices operating as independent net-
work resources. This shift represents a more severe and perva-
sive risk that must be addressed with greater urgency, as these
devices can be remotely controlled by service operators to
function as zombie systems distributed worldwide. This sec-
tion explores potential attack scenarios that could arise from
EVPAD devices and examines possible countermeasures.
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6.1 Threat Scenarios

To exploit each EVPAD device as a zombie system, an at-
tacker would need to execute a backdoor process to open and
listen on a port for remote control. This could be achieved
during the service update process, where the operator could
embed malicious code into a legitimate app package file and
distribute it. The downloading and installation of service apps
during updates are automatically performed by comparing
the hash value and version information of the app responded
by the server. Thus, the operator can install a backdoor on
hundreds of thousands of devices worldwide without exploit-
ing any additional vulnerabilities. Furthermore, as demon-
strated by the SolarWinds Supply Chain Attack [4,26], where
external attackers compromised the update infrastructure to
distribute malware globally, a similar hijacking of the update
server here could have devastating security consequences.

To assess the feasibility of this attack scenario, we con-
ducted an experiment in a local environment. During the
EVPAD device’s update process, we deliberately modified
the server’s response data to redirect the download URL to
an attacker-controlled server. Interestingly, the update pro-
ceeded without any issues. Although the process includes a
prompt asking the user to approve the installation, this be-
havior mirrors the legitimate EVPAD update flow and does
not raise significant concerns. Notably, the update process
lacked any mechanism to verify the integrity or authenticity
of the downloaded APK—no signature or hash validation was
performed. As discussed in Section 3.1, the system imposes
no restrictions on the installation of additional applications,
with all apps implicitly granted permission to install from
unknown sources. Furthermore, our analysis revealed that
the EVPAD device is distributed in a pre-rooted state, allow-
ing any application to obtain superuser privileges. Combined
with the fact that the device operates with SELinux in permis-
sive mode—which allows policy violations to occur without
enforcement—this significantly amplifies the potential im-
pact of malware infections compared to standard Android
environments.

This attack scenario involves not only the malicious dis-
tribution of data from the update server but also allows a
third-party attacker to intercept update packets through a man-
in-the-middle (MITM) attack. While the initial communica-
tion to receive update information is encrypted, the actual
update file is downloaded over an unencrypted HTTP con-
nection. Since there are no signature verification, integrity
checks, or validity checks on the downloaded application soft-
ware, an attacker could inject malicious code into the update
package via MITM, thereby compromising the device with
root privileges. These characteristics make the attack scenario
not just theoretically possible, but particularly realistic and
impactful compared to typical update mechanisms in more
securely configured devices.

Once attackers have secured a global network of zombie

resources, they can execute various attacks through remote
control, with a large-scale DDoS attack being the most im-
pactful. To expand the node resources for a DDoS attack, they
can employ lateral movement to compromise other resources
within the same network as the hijacked EVPAD devices. In
typical households, where these devices are connected to a
router hub for internet access, attackers can exploit vulnerabil-
ities such as default password settings on IoT devices or other
publicly known vulnerabilities to gain further access. Similar
to the Mirai botnet [2, 19, 22], which utilized IoT devices for
DDoS attacks on the Dyn DNS provider, an attack leveraging
EVPAD devices could be constructed. Using an significant
pool of resources, an attack through EVPAD could cause
similar or greater international disruption, targeting major in-
stitutions and services. The overall attack scenario illustrating
these steps is shown in Figure 11.

Furthermore, EVPAD devices could be weaponized as po-
tent tools in state-level cyber conflicts, like the cyber warfare
between Ukraine and Russia, by crippling command and con-
trol systems and critical infrastructure.

6.2 Countermeasures
Attacks utilizing EVPAD devices are challenging to detect
and trace back to their origin due to the distribution through
illegal service operation servers and the connection of pur-
chased devices to users’ private networks. The attacks are
carried out within closed groups formed during service op-
erations, rendering typical methods like blocking harmful
websites ineffective against malware infections. Furthermore,
DDoS traffic originates from the public IP addresses of users’
networks, making it difficult to conduct practical investiga-
tions into the nodes connected to these home networks.

The effective response to such attack scenarios is to analyze
detailed operations of the EVPAD services and block access to
its self-hosted DNS server domains. As examined in Section
5.1, blocking these domains will prevent the service apps
from performing updates, thereby hindering the creation of
additional botnets. However, it remains practically impossible
to remove malware from already infected individual devices.

While domain blocking can disrupt the service, it is not a
fundamental solution unless their operation servers are shut
down and seized. It can always be relaunched with a new do-
main, making domain blocking a temporary measure. There-
fore, to prevent the worst-case global cyber threat scenarios,
it is crucial to pursue an international collaborative investiga-
tion aimed at tracking and shutting down relevant servers and
identifying operators behind the EVPAD ecosystem.

7 Conclusion

Most ISD devices like EVPAD, which are widely used glob-
ally, are purchased through overseas intermediaries, making it
difficult to track down sellers or operators. Unlike legitimate
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Figure 11: The attack scenario progresses through four main stages. Step-1: The attacker registers a malicious installation URL
on the update server. Step-2: When the EVPAD service app runs, it references the tampered URL during the automatic update
process. Step-3: Malware is distributed to all EVPAD devices from the attacker’s server. Step-4: The attacker gains remote
control through a backdoor, allowing further penetration into other nodes (IoT) connected to the home network via various
publicly known vulnerabilities (CVEs). Ultimately, a DDoS attack is executed using all the compromised zombie nodes.

streaming services, these devices do not charge a subscription
fee, making it hard to identify and trace payment accounts.
Even if these devices are blocked, new devices can always be
resold, allowing their services to continue operating. Recog-
nizing these challenges, global copyright protection organiza-
tions have been actively working to address these issues, but
illegal services that distribute broadcast content continue to
emerge. To completely eradicate ISD-based illegal services,
it is essential to identify and physically seize the core servers
through coordinated raids. Particularly for addressing global
copyright infringements like those involving EVPAD, interna-
tional cooperative investigations are crucial, along with efforts
to raise user awareness.

This paper analyzed two core EVPAD services, estimating
the global user base and collecting the actual IP addresses
of operational servers located in various countries. Based
on the characteristics of the service operations, we proposed
technical measures to effectively block illegal services. Other
ISD services that adopt a P2P streaming model can also be
analyzed and blocked using the methodologies proposed in
this study. This research can serve as a foundation for the
eradication of widely distributed ISD-based services globally.

With EVPAD devices, we identified 131,175 users across
116 countries and 78 operational servers located in the United
States, Japan, Singapore, Hong Kong, and other countries.

IP-based queries revealed that most servers operate as CDN
services in a cloud configuration. Therefore, it is necessary
to trace the network paths used by StarLive, StarVoD, and
StarV10 for illegal content distribution, in cooperation with
national ISPs and cloud hosting providers. More specifically,
for StarLive, it is essential to identify the receivers located
in various countries that transmit real-time broadcast con-
tent. For StarVoD, the focus should be on tracing operational
servers responsible for recording and distributing content,
especially considering that it also distributes content from na-
tional OTT platforms that restrict access to external countries.

Moreover, the issue with ISD devices extends beyond copy-
right infringement. Despite the absence of additional revenue
sources such as advertising, EVPAD provides large-scale il-
legal streaming services, suggesting potentially malicious in-
tentions behind the service. Even if malicious intent is not the
primary motive, the lack of commitment to user security by
such illegal operators places users in a vulnerable position,
making them susceptible to attacks.

If services operating within closed groups in the under-
ground world are not eradicated, they can easily be repur-
posed for various criminal cyber activities beyond streaming.
Therefore, it is imperative to swiftly shut down these oper-
ations through coordinated efforts among relevant agencies
and nations.
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Ethics Considerations

This research fully adheres to the USENIX Security’s ethical
guidelines. Throughout the study, we incorporated necessary
ethical considerations and made a conscious effort to mitigate
potential risks to third-party services.

The study analyzes an illegal streaming ecosystem that con-
tributes to widespread copyright infringement and explores
the potential for cyber-attacks within this ecosystem.

The experiments conducted were passive in nature, focus-
ing on observing a single user’s interactions with the service.
While we recognized potential risks to actual services and
users, within our controlled experimental environment, we
conservatively verified that a packet generated by one device
could minimally impact another device.

In our analysis, we encountered multiple vulnerabilities
within the ecosystem, each presenting different levels of sever-
ity and implications. For example, the denial-of-service (DoS)
attack can terminate illegal streaming sessions with a single
crafted packet. However, it cannot escalate beyond this scope
(e.g., arbitrary code execution). As such, it reveals a structural
weakness that authorized entities could leverage to disrupt
illegal services in a targeted and minimally invasive manner.

In addition, we discovered an authentication bypass vulner-
ability that enables unauthorized access to EVPAD’s stream-
ing services when emulated on Android-based platforms. This
vulnerability allows full-service functionality without requir-
ing the physical device, thereby directly undermining the
service’s access control mechanisms.

Based on our analysis, the manufacturer appears to be ac-
tively involved in the distribution and facilitation of unau-
thorized streaming content. As a result, we concluded that
disclosing this vulnerability would be unlikely to mitigate
harm and could result in the quiet removal of the exploit
without addressing the illicit operation. We acknowledge that
opinions may differ on the appropriate course of action, and
we remain open to discussion regarding ethical alternatives.

To adhere to the Open Science Policy, we decided not to
publicly release the JavaScript code used to exploit these vul-
nerabilities. This decision was made to minimize the risk of
widespread misuse while still supporting the advancement
of academic knowledge and responsible security research.
Accordingly, we have decided to share our findings through
restricted-access platforms that allow controlled dissemina-
tion to verified academic and legal stakeholders.

The solutions presented in Section 5 are not intended for
individual use; rather, they serve as theoretical and practical
tools that law enforcement agencies may leverage to combat
illegal streaming activities. We have carefully designed these
approaches to minimize collateral damage and avoid nega-
tively impacting the quality of third-party services. Although
the identified vulnerabilities do not pose immediate risks of
large-scale disruption, they provide practical entry points for
lawful interventions against illegal streaming networks.

The large-scale attack scenarios described in Section 6 are
not directly related to the vulnerabilities discussed in Section
5. The vulnerabilities in Section 5 may support lawful opera-
tions targeting illegal services, but they do not pose immediate
threats to users or infrastructure. By contrast, the scenarios in
Section 6 focus on the risk of supply chain compromise, in
which attackers could gain control of devices by targeting key
infrastructure components. Even if the vulnerabilities were
to be disclosed and patched, this would not fundamentally
prevent the scenarios outlined in Section 6.

In conclusion, this study balances ethical and academic re-
sponsibilities while recognizing the potential risks of misuse.
We have taken precautions to ensure that the insights shared
contribute constructively to the academic community while
minimizing risks to the public and the broader ecosystem.

Open Science

In accordance with the USENIX Security’s Open Science
policy, we have decided to release key artifacts to support
future research efforts, provided they meet ethical and legal
requirements. These include the source code used for data
collection, processing, and analysis; measurement datasets
where permissible; and scripts or configuration files necessary
to replicate key experiments.

To ensure long-term accessibility and compliance with the
artifact hosting policy, we have published our artifacts on Zen-
odo—a platform that supports permanent storage and access
control. The artifacts consist of two types: ➊ public artifact
that contains publicly shareable materials for reversing and un-
derstanding EVPAD ecosystem [12] and ➋ restricted artifact
that contains sensitive materials including potentially danger-
ous exploits and privacy-sensitive peer data [13]. Recognizing
the potential risk of misuse, we have adopted Zenodo’s “Re-
stricted Access” model for the restricted artifact. This model
allows access requests to be reviewed and approved on a
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case-by-case basis, enabling us to provide access to vetted
researchers and authorities while reducing the risk of abuse.

Consistent with the ethical considerations discussed in our
paper, we have chosen not to publicly release functional ex-
ploit code for the discovered vulnerabilities. While our paper
includes sufficient technical detail to understand the nature,
cause, and potential impact of the issue, we believe that re-
leasing working exploit code would pose undue risks by en-
abling unauthorized access to similar services. This decision
reflects a careful balance between openness and responsibility,
aligned with both the spirit of open science and the need to
prevent real-world harm.

Through these measures, we aim to contribute high-quality,
reproducible research to the community, while maintaining
our ethical responsibilities and complying with legal and pol-
icy constraints. We believe this approach appropriately sup-
ports both academic rigor and responsible disclosure.
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Appendix

A Pseudocode for Peer IP Address Collection

We used tvbus.exe to iteratively extract peer lists for
all channels on the Windows platform. The binary file
tvbus.exe provides access to the ‘tvbus’ protocol. Using
IDA Pro’s Debugger, we executed the tvbus.exe process as
IDAPython scripts to patch memory and registers with val-
ues obtained from a real device. These values are associated
with user authentication and broker request functions. Conse-
quently, we successfully retrieved peer lists for each channel.
Figure 12 shows the IDAPython scripts we developed.

1  def RequestBroker(channel_id):​
2    global req_data # sample data shown in Figure 6.
3    RefreshDebuggerMemory()​
4    ..(omitted)..
5    BrokerURL = f"sop://broker.00005555.cc:80/{channel_id}"
6
7    # Patch Memory for HTTP URL buffer.   
8    for i, char in enumerate (BrokerURL):​​
9      patch_byte(broker_url + i, ord(char))
10   patch_byte(broker_url + len (BrokerURL), 0x00)
11
12   # change channel_id field in sample data.
13   req_data['channel_id'] = channel_id
14   continue_process()​

1  def GetPeerList():​
2    RefreshDebuggerMemory()​
3    ..(omitted)..
4
5    # get returned peer_info data as shown in Figure 5
6    BrokerResponse = get_string(get_reg_value("esi"))
7
8    if "channel offline" in BrokerResponse:​
9      print("[+] Channel Offline")
10
11   elif "external_ip" in BrokerResponse:
12     # extract peer_nodes ip & server_node (sn) ip. 
13     peer_pat = re.compile(r'"external_ip": \s*" ([\d\.]+)"')​
14   sn_pat = re.compile(r'"sn_ip": \s*" ([\d\.]+)"')​
15   Peer_IP = peer_pat.findall(BrokerResponse)​
16   SN_IP = sn_pat.findall(BrokerResponse)
17
18  # repeat RequestBroker Function.
19  set_reg_value(ebp_backup, "ebp")​
20  set_reg_value(esp_backup, "esp")​
21  set_reg_value(RequestBroker, "eip")​
22  continue_process()​

Figure 12: A simplified Python code excerpted from our devel-
oped IDAPython script that is executed in a debugger attached
to the tvbus.exe. It automates peer registration requests
(RequestBroker) and peer list collection (GetPeerList) to
the Broker. Both functions are breakpoint handlers set in the
code responsible for Send and Receive functionalities with
the Broker, patching memory and register values using valid
communication data collected from the EVPAD device.
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